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Abstract
Global Mobility Networks(GLOMONET) plays very important role in wireless communication.
Due to the rapid growth of technology in wireless communication different security challenges
have been raised up in GLOMONET. A secure and threat-proof authentication protocol in
wireless communication may overcome the security issues because it permits only a legitimate
user to access the services. Recently, Karuppiah-Saravanan found Rahee et al’s scheme suffers
with various attacks and proposed a new scheme by using Diffie-Hellman key agreement
protocol, Gope-Hwang pointed out that Wen et al. scheme suffers with many security
problems and Islam et al. proposed new authentication Chaotic Maps based scheme. This
thesis points out that Karuppiah-Saravanan’s scheme is vulnerable to Impersonation attack,
Replay attack and key guessing attacks and the Gope-Hwang’s scheme cannot resist the replay
attacks, Dos attacks and scheme does not verify the user and password locally. Whereas, Islam
et al’s scheme is failed to accomplish mutual authentication and user anonymity. Thus, this
thesis introduced EEC based an improved and robust protocol to overcome all security flaws
and to attain computational efficiency in Global Mobility Networks. The security analysis
of proposed work is checked formally and informally. Further security and computational
analysis reveals that our proposed authentication scheme can withstand all possible attacks in
GLOMONET with the features of user anonymity, user friendliness and efficient computation
cost.
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